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Dolev-Strong Broadcast [DS83]

Algorithms in distributed computing tend to 
treat these authentications as being perfect


Simplifies analysis, but is at odds with 
actual signature schemes
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Properties not addressed by EUF-CMA

- Maliciously generated keys

- Concurrency
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Real/Ideal Paradigm

Functionality

Real World Ideal World



Universal Composition (UC)

- Framework for describing protocols and analyzing security


- Functionalities can be used as building blocks in larger protocols


- Composition theorem


- If a scheme realizes a functionality, then that scheme can replace where 
the functionality is used as a sub-protocol


- Security maintained even with adversarially-controlled arbitrary concurrent 
sessions 



Existing UC Signature Functionalities

- Many existing UC signature functionalities in the literature 
[C01,C04,CR03,BH04,GKZ10,CSV16,BCH+20,…]


- Proven equivalent to EUF-CMA secure signatures


- However, issues arises when you plug it into a larger protocol


- Adversary can force functionality into scenarios that don’t happen with 
secure signature schemes


- Prior functionalities output an error and halt


- Proofs don’t go through for protocols like Dolev-Strong broadcast!



Goal of this work (aka a sneak peek at the results)

- Can we define a signature functionality that works even when used in a 
larger protocol?


- An unstoppable functionality that the adversary can’t disable


- Can we show its usefulness by plugging it into Dolev-Strong broadcast 
and prove security?



Generations of Ideal Signatures

Pictured: Different generations of Pokemon that I don’t expect anyone over the age of 30 to recognize
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- Worse, adversary can force an error 
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Second generation: Adversary supplies algorithms

- Use algorithms given by the 
Adversary


- Works when supplied with 
honest algorithms


- What if the adversary 
supplies bad algorithms?
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Third generation: Pre-determined Signature Algorithms

- Specify the signature scheme (e.g., ECDSA) and internally run the 
algorithms of the scheme


- Side-steps the challenges with adversarial algorithms


- Used mostly for threshold signatures


- Does not try to capture all signature schemes



What do we want from a fourth generation?

- Be compatible with as many existing 
signature schemes as possible


- Functionality should always provide perfect 
signatures to honest parties regardless of the 
behavior of the adversary


- Adversary should never be able to violate 
security or render functionality useless 
(even with negligible probability)

Fourth generation Pokemon 

my friend told me is unstoppable



This Work

- Introduce a new ideal functionality for signatures that can be realized by 
EUF-CMA* signatures and can’t be disabled by an adversary


- Prove equivalence to EUF-CMA*


- Compatible with how signatures are treated in consensus literature


- Give the first modular analysis of Dolev-Strong


- Generalize our functionality to threshold signatures

*with the extra requirement that they’re “consistent”



Our Approach

- Use the “second generation” as a starting point (adversary supplies algs)


- If the supplied algorithms are bad, have a fallback to continue working


- Instead of throwing an error, act in a way that maintains how signatures 
are “supposed to” act


- Consider how signatures are “supposed to act” as invariants


- When used in a larger protocol, can reason about in terms of invariants



Disclaimer: We don’t try (or claim) to do everything

- Although we want to be general, we focus on core, minimal properties


- Forgo inessential but possibly desirable properties


- No notion of who “owns” a public key


- No way of transferring signing powers to another party



Fallback: “Random Mode”

- Functionality guarantees certain invariants you’d expect from signatures


- If these are about to be violated, functionality disregards algorithms and 
randomly samples future keys and signatures


- When used with a EUF-CMA signature against a poly-time adversary 
random mode doesn’t activate


- Unfortunately adds a layer of complexity to the functionality itself to 
maintain bookkeeping
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(Non-Standard) Signature Functionality Invariants

- Functionality should never emit the same signature in response to signing 
queries on two different messages under the same public key


- Functionality should never emit the same public key twice in response to 
honest key-generation queries
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Starting point: second generation functionality

Tasks:

- Handle asking adversary for algorithms

- Define new behavior on “error” to avoid halting
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I do not expect you to read all of this!


We are going to walk through the main points
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in a timely fashion

Can either:

- Use library functionality of Canetti, Jain, 

Swanberg, Varia ’22

- Initialization stage that has the parties activate 

the functionality without expecting a response

Checking the inputted algorithms are maintain 
the invariants


Switches to random mode if anything is wrong

Random mode and bookkeeping 
for random mode



Plugging it into Dolev-Strong

- Requires care to handle other details (e.g., synchrony, parties learning the 
public keys of other parties)


- Resulting protocol is straightforward


- Proof is in the PKI and signature hybrid model



Summary of Results

- Introduce a new ideal functionality for signatures that can be realized by 
EUF-CMA* signatures and can’t be disabled by an adversary


- Give the first modular analysis of Dolev-Strong broadcast


- Future Works:


- Can we simplify it?


- Adding in other desirable properties such as sharing keys, unique 
signatures
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